arm

Christopher Seidl, Matthias Hertel — Arm
30 January 2024

© 2024 Arm ey “ -



New in Version 6: CMSIS-Compiler and CMSIS-View

k4 Manage Run-Time Environment

Software Component Sel. Variant
& Ccmsis |

= € CMSIS-Compiler
¢ CORE
@ € FileInterface (API)
# ’ OS Interface (API)
@ € STDERR (API)
@ € STDIN (AP))
@ € STDOUT (API)
= € TIV (AP))
= € CMSIS-View 71
@ Event Recorder v DaP
@ € Fault

@ € Data Exchange {

Vendor Version

\

11.00
1.00
1100
100
1.00
11.00
1.00

larm (153

Descnptlon

Cort MICfOC ntroller Softwar Interface Components

Com iler Specific Interfaces
| Standard c I.lbrary Retarget Core

Standard C Library File Operations Retarget Interface

Standard C Library OS Retarget Interface
Standard Error Stream (STDERR) Retarget Interface

Standard Input Stream (STDIN) Retarget Interface
| Standard Output Stream (STDOUT) Retarget Interface
Teletype (TTY) Retarget Interface

‘ Debugger visualization of software events and statistics

| Data exchange or data formatter

% € Data Processing |
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Debug and Trace interfaces on Cortex-M microcontrollers
Arm CoreSight™ for debug/trace — UART for printf-style debugging

JTAG / SWD SWO ETM UART
4-pin/2-pin 1-pin (extends SWD) 4-pin data / 1-pin clock 1-pin TxD / 1-pin RxD
[ JALEm ] ) []TxD
o e L1 RxD
C ) ——
Cortex Debug + ETM [dGnD
Synchronous ~50..100Mbit/sec Manchester or USART encoding Synchronous up to 800Mbit/sec 115200 baud
~100Mbit/sec or 25Mbit/sec
‘ Memory. read/wri'Fe acCess—  Events (optional with timestamp): ¢ All SWO event features * Typical usage for printf-style
even while executing * Access watch to 4 memory * Instruction trace debug output
* Run control: stop./ go locations + On some devices data trace
* Program breakpoints * Interrupt analysis
° Memory access breakpoints . Eyent monitor (i.e. waitstate)
® ETB or MTB (trace bUffer) ° |TM ports for data Output
Standard debug interface Not available on some devices Only on few devices Requires peripheral + extra pins
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Software analysis that works across all devices
Application developers need high-level views to operation of software components.

|
| )

Event Recorder

Timing and program execution analysis
View the dynamic program execution floe
Adds RTOS awareness
Store, record, and analyze fault information

Both work via standard Cortex-M JTAG/SWD
— debug interface

Utilize memory read to capture data

Component Viewer

Static view to the program operation
View the static user relevant information

Sb:aiTed "E‘l debug symbols in memory Whitepaper: Software Analysis with Event Annotations
ot-pluggable
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https://developer.arm.com/-/media/Arm%20Developer%20Community/PDF/IoT/Arm-Software-analysis-event-annotation-whitepaper-2020-May.pdf?revision=901fd4c3-f820-4569-81b8-415ea1112731
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Event Recorder

Dynamic view to operation and timing of
software components

Application Code

Event Annotations

'

Event Recorder
I

Event Filter

Event Buffer
s

Event buffer is configurable in size
to cope with event bursts

© 2024 Arm

Filters can be set at debug or system level;
select information relevant to current situation

Record Component Events
#--RTX5 RTOS

[+ Event Statistics
+--STDIO

#--Recorder Control

= Network

=) System Events

Net_SYS : System Core (0xCO)
Net_MEM : Memory Management (0xC1)
Net_ETH : ETH Interface (0xC2)

Event Recorder

Enable [V B & 7 Mark

Event Time (sec)
0.05831509
0.05831701
0.05840147
0.05894136
0.05896325
0.05899101
0.05899451
0.05899959
0.05900543
0.05901859
0.06477536

W 0o~ 3w ks W= O

—_
(=]

Component

| EvCtrl

EvCtrl
Net_SYS
Net_HTTPs
Net_HTTPs
Net_DHCP
Net_DHCP
Net_DHCP6
Net_DHCP6
Net_SYS
Net_SYS

N\,
\\%;m
v
[
[
[,_»
F
2
2
2
Event Property
EventRecorderlnitialize
EventRecorderStart
InitSystem
InitServer
StartService
InitClient
StartClient
InitClient
StartClient
InitComplete
GetOption

B S A A

~ All Operations

Op Detail

[ | Al
v v

v I
L

F

F |~

v v
|
I

« Stopped

Value
Restart Count = 2

ver=7.12.0

sessions=6, port=0

port=80

vcid=0, opt=0

start

opt=0

mode=Stateful

success

netif=ETHO, opt=IP6_LLAddr

https://arm-software.github.io/CMSIS-View/latest/evr.html
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Component Viewer

Detailed status information of software components
helps to understand operation and setup

Easy to add using XML file; pre-configured for
Keil RTX5, FreeRTOS, and MDK-Middleware

Application Code

Software Component

Status Variables

09004 Armn https://arm-software.github.io/CMSIS-View/latest/cmp

Network

Property
v IPvd/IPvb
=-*%% ETH interface
¥ MAC address
¥ VLAN
= “1% IPv4 settings
¢ |P address
¥ Network mask
¥ Default gateway
¥ Primary DNS server
¥ Secondary DNS server
@ “%% IP Fragmentation
@ “I% IPv6 settings
"3 UDP sockets
@ Socket 1
@ Socket 2
@-“% Socket 3
"I TCP sockets
=% Socket 1
¥ Local Port
@ Callback Function
¥ Options
@ %% Socket 2
@ Socket 3
@ % Socket 4

Value

Debug

Link-Up
1E-30-6C-A2-45-5E
Disabled

Address: 10.41.0.69
10.41.0.69
255.255.255.0
10.41.0.11
10.58.2.242
10.58.2.68

Enabled

Address:

Used: 3, Available: 5
Opened, Port: 137
Opened, Port: 68
Opened, Port: 546
Used: 6, Available: 6
Listen, Port: 80

80

http_listener
Keep-alive: Off, Flow-ctrl: Off, Delay-ACK: On
Listen, Port: 80
Listen, Port: 80
Listen, Port: 80

E Event Recorder Network

viewer.html

arm



7

Event Statistics — record execution time of application code

e START: The basic function call is EventStartG(slot) and EventStartGv(slot, v1, v2)
* STOP: The basic function call is EventStopG(slot) and EventStopGv(slot, v1, v2)

— Calls are arranged in four groups (G = A, B, C, D). v1, v2 is for data value

— Each group has 15 slots (0 to 15); slot = 15 is global stop for all slots of a group

Source

Application Code = ¥ Event Start/Stop Group A

while (1) {
EventStartA (0) ;
// user code

% Slot=0
Min t: Start: val0=501 val1=0
Max t: Start: val0=917 val1=0

EventStopa (0) ; 8% Slot=15
o Min t: Start: val0=501 val1=0
EventStartB (0) ; Max t: Start: val0=995 val1=0
// user code = ¥ Event Start/Stop Group B
EventStopB (0) ; = “§ Slot=0
Min t: Start: "main.c" (83)
Max t: Start: "main.c" (83)
‘ = ¥ Event Start/Stop Group C
® “% Slot=0
Event Recorder = ¥ Event Start/Stop Group D

Count

2

22 (+1)

22

0(+1)

Execution Timing

Total=710.71ms Avg=32.30ms Min=19.21ms Max=40.23ms First=10.23ms Last=1.25s
Stop: "main.c" (49) t=19.21ms

Stop: "main.c” (45) t=40.23ms

Total=947.86ms Avg=41.21ms Min=27.14ms Max=62.31ms First=2.30ms Last=1.29s
Stop: "main.c" (49) t=27.14ms

Stop: "main.c” (49) t=62.31ms

Total=336.00ms Avg=15.27ms Min=3.11ms Max=20.2d4ms First=45.49ms Last=1.27s
Stop: val0=1934 val1=203 t=3.11ms
Stop: val0=32440 val1=1333 t=20.24ms

© 2024 Arm

https://arm-software.github.io/CMSIS-View/latest/ev stat.html a rm




Annotated Software Components ..
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https://arm-software.github.io/CMSIS-View/latest/er use.html

l Coent Recorder Enable |7 3 & 7 Mark All Operations Stopped
- RTO S : Enable Recorder: |7 | o Event Time (sec) Component  Event Property B v Value
I : : 0 0.058 09 EvCtrl EventRecorderlnitialize Restart Count = 2
« Keil RTX5 Event  Time(se)  Compond ™ 11005831701  |EvCtrl EventRecorderStart
0 002112880 RTXThrez 2 0.05840147 Net_SYS InitSystem ver=7.12.0
« CMSIS-FreeRTOS 1 002113258 RTXThre: 3 005894136 Net HTTPs  InitServer sessions=6, port=0
2 002113722 |RTXThrez| ™ 4 005806325 | Net HTTPs | StartService port=20
b . 3 [002114145  |RTX Threz 5 005899101  |NetDHCP | InitClient vcid=0, opt=0
D epu g . 4  |002114462  |RTXThrez| ™" ¢ 05800451  |Net DHCP | StartClient e
. CMSIS-View:Fault Z g:gi:::gzz gﬁ I:::i 7 005899950 | Net DHCP6 | InitClient opt=0
. 8 | 0.05900543 Net DHCP6 | StartClient mode=Stateful
; gx::;zz g;: I::i 9 005901859 | NetSYS InitComplete success
1 : I 10 006477536 | Net.SYS GetOption netif=ETHO, opt=IP6_LLAddr
M | d d l eware 9 |00414045  RTXThree| =1/ 0c046217 | NetDHCP | ClientState tate<INIT e
. . 10 |0.04114362 | RTX Thre: - e
e Fi | e Syste m ( MDK-Mi d d |ewa re) T Tonman X 12 495846496 Net DHCP | SendDhcpMessage type=DHCP_DISCOVER, bcast=1
13 495852262  Net DHCP | NextState next=SELECTING
« Network ( MDK-Middlewa re) e K Thre 49582551 | Net.DHCP6 | ClientState state=INIT
13 |0061I309  [RTX Thres 15 295852817  NetDHCP6 NextStateDelay next=START, delay=1000ms
° U S B ( M D K' M i d d I ewa re ) " 000113633 AL 16 5.92097922 Net-DHCP ReceiveFrame server=10 41, 0.11, len=300
15 006114008 | RTX Three . - mELeLeRiame S IOARS.AR fen=
16 0.06114325 RTX Threz 17 5.92098229 Net_DHCP ClientState state=SELECTING
17 006114657  RTXThread | ThreadSwitch thread_id=0x1FFF92B4
18 0.08112954 RTX Thread 'ThreadDeIayComgleted
Le a r n m O re 19 0.08113208 RTX Thread |ThreadUnblocked thread_id=0x1FFF8250, ret_val=0s0OK
20 0.08113632 RTX Thread 'ThreadSwitch thread_id=0x1FFF8250
21 0.08114007 RTX Thread | ThreadDelay ticks=20
Application Note KAN320: Using Event 22 008114323 | RTXThread | ThreadBlocked thread_id=0x1FFF8250, timeout=20
H 23 0.08114655 RTX Thread | ThreadSwitch thread_id=0x1FFF92B4
Recorder for debugglng a network 24 0.10112954 RTX Thread 'ThreadDeIayComgleted
p e rfO rmance | ssue 25 0.10113208 RTX Thread ' ThreadUnblocked thread_id=0x1FFF8250, ret_val=0sOK
26 0.10113632 RTX Thread | ThreadSwitch thread_id=0x1FFF8250
> X N 10114000 DTV Theaaad ThemadNala.. dimlem IN
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https://developer.arm.com/documentation/kan320/latest

Event Recor_gler

Component Viewer
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Fault Analysis

-- Provides infrastructure and API function
calls to store, record, and analyze the
Cortex-M Exception Fault information.

K3 Manage Run-Time Environment X
Software Component Sel. Variant Vendor Version  Description
% € CMSIS Driver Unified Device Drivers compliant to CMSIS-Driver Specifications ﬂ
SR 2 CMSIS-Compiler Compiler Specific Interfaces
@ CORE v ARM 1.0.0 Standard C Library Retarget Core
® . File Interface (API) 1.00 ¥ i il ration; Interf.
® ’ OS Interface (API) 1.00 Standard C Library OS Retarget Interface
® ’ STDERR (API) 1.0.0 Standard Error Stream (STDERR) Retarget Interface
@ € STDIN (API) 1.0.0 Standard Input Stream (STDIN) Retarget Interface
® ‘ STDOUT (API) 1.00 Standard Output Stream (STDOUT) Retarget Interface
= € TIV (AP)) 1.00 Teletype (TTY) Retarget Interface

=€ CMSIS-View Debugger visualization of software events and statistics

gaa Debug 4 Port (DA

Fault
@ Record Fault Record (Output decoded fault information via EventRecorder)

@ Storage Fault Storage

& ’ Data Exchange Data exchange or data formatter L]

Validation Output Description

Resolve | |SelectPacks| | Detas ok | cancel Hep |

https://arm-software.github.io/CMSIS-View/latest/fault.html

Fault Exception Memory (uninitialized)

ARM FaultSave () ARM_FaultInfo
ARM FaultExit ()

System Restart

EventRecorderInitialize()

ARM FaultOccured()
no
ARM FaultRecord() Event Buffer

ARM FaultRecord(): decode fault

and store it using the EventRecorder
EventRecorderStop()

Resume Normal Operation

10 © 2024 Arm
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Fault Analysis

© 2024 Arm




Processing of Event Recorder Data

Microcontroller Hardware Arm Virtual Hardware (AVH)
Application

Event Recorder

Application

Software on
Physical Board

Event Recorder

Software on
Arm Virtual Hardware

Debug Adapter

Debugger

CTF File

* EventRecorder.log

CTF File
* EventRecorder.log

EventList

Command Line

12 © 2024 Arm Utility a rm



A ClI/MLOps Example

v @ Get timings from Event Recorder Log

» Run su - arm_mlops_docker -c "/home/arm_mlops_docker/cmsis-toolbox-linux-amde4/bin/eventlist -s ./EventRecorder.log

Start/Stop event statistic

Event count total average

2.05961s 2.05961s 2.05961s 2.05961s
Start: 8.70457864 vall-0x00000000, val2-0x00000000
Start: 9.70457864 vall-0x00000000, val2-0x00000000

1 1.86834s 1.86834s 1.86834s 1.86834s
Start: 2.76419892 val1-0x00000000, val2-0x00000000
Start: 2.76419892 val1-0x00000000, val2-0x00000000

1  414.96000us 414.96000us 414.96000US 414.96000US

Start: 4.63254272 val1-0x00000000, val2-0x00000000
Start: 4.63254272 val1-0x00000000, val2-0x00000000

13 © 2024 Arm

first last

2.05961s 2.085961s
Stop: 2.76419180 vall-0x00000000,
Stop: 2.76419180 vall-0x00000000,

1.86834s 1.86834s
Stop: 4.63253560 vall-0x00000000,
Stop: 4.63253560 vall-0x00000000,

414.96000us 414.9c000us
Stop: 4.63295768 vall-0x00000000,
Stop: 4.63295768 vall-0x00000000,

val2-0xe0000000
val2-0xee0e0000

val2-0xee000000
val2-0xeeee0000

val2-0xee000000
val2-0xee000000

ithub.com/ARM-software/AVH-MLOps/actions/runs/7689394293/job/20951783052#logs




CMSIS-View: Roadmap for adoption

|
.
Any processor

Low overhead mode, even

Roadmap for

Available in !
expansion to

uVision for any

Debug Adapter multiple debug

annotation unprivileged no
technology

IRQ access

v

Q1’24 Q2’24 Q3’24 Q4’24 Q1’25
CMSIS-View MDK Middleware VS Code VS Code CMSIS-DAP
Available as v8 Viewer Debug Integration Integration

software For Arm Compiler, Import/Export to Functionality of Tighter integration of
component GCC, IAR, Common Trace uVision available in CTF into
Supported in and LLVM Format (CTF) VS Code Debugger CMSIS-DAP
uVision and for offline

analysis

EventList tool

arm
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CMSIS-Co
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CMSIS-Compiler
Standard C Library File, I/0 and OS Retargeting

What? Why?

-- Simplify retargeting of standard C library -- Makes it easy to port code across platforms and
functions. compilers.

-- Enables thread-safe operations when using a -- File operations need to ensure that they get a
CMSIS-RTOS based real-time operating system. file lock from the RTOS.

16 © 2024 Arm a r m



CMSIS-Compiler

Software components for retargeting I/O operations in standard C run-time libraries

Supported retargeting interfaces:
Standard C library functions

fopen, fwrite,printf, scanf, ...

-~ File interface for reading and writing files.

C library

Multithreading

-- 1/0O interface for standard 1/O stream ol support

retargeting (stderr, stdin, stdout).
4

-- OS interface for multithread safety using an
arbitrary RTOS.

File 1/0

Interface STDERR, STDIN, STDOUT

OS Interface

Retarget

17 © 2024 Arm
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Using CMSIS-Compiler
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Upcoming webinars

CMSIS-Toolbox

-- A set of tools, software frameworks, and
workflows that improve productivity

-- Provides a generic CMSIS-aware project file
format that allows IDEs and command-line build
tools to share the same projects.

February 13t

19 © 2024 Arm

CMSIS-Stream and SDS

-— CMSIS-Stream provides methods, interfaces,
and tools for data block streaming between
processing steps of a DSP/ML application.

-- SDS implements a data stream management,
provides methods and helper tools for DSP and
ML projects.

February 27t
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