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A higher number of financial services organizations (54%), 
relative to the survey-wide average (41%), rank the protection 
of third-party data as a high or top priority.

According to our survey, 100% of manufacturers think 
protecting confidential third-party data is important, 
with 40% placing it as a high or top priority.

62% of healthcare organizations say productivity can be moderately 
or significantly impacted by the need to properly secure third-party data. 
The remaining 38% say there is at least some impact.

Significant Numbers of IT Teams Invest in 
Information Security Audits

More than one-quarter of organizations in the financial services
 industry face at least five audits annually.

When enterprises face five or more security audits per year, the impact on IT increases 
exponentially, with 60% of respondents claiming productivity fell to a 4 or 5 on a scale 
of 1-5 (1 being the best) versus 46% overall.

Manufacturers are the most likely to spend significant sums preparing for 
security audits, with 26% willing to spend over $150,000. It makes manufacturing 
companies the most security-conscious sector by relative financial outlay.

One way enterprises can up-level their data security is through confidential computing; it’s 
a technique that only 33% of respondents say they use today. Leaders envision two key use 
cases for confidential computing: protecting data from platform administrators and service 
providers, and confirming they can't see into partner's/customers' encrypted data. 

Confidential computing protects data in use by isolating it within
protected enclaves that cannot be accessed by platform administrators,
service providers, or platform software, such as hypervisors.

Healthcare organizations rate the enhanced ability to innovate (49%) 
above reducing the legal implications and costs of data breaches (45%). 
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Confidential Computing: 
A Pulse Survey on the Future 
of Security Technology

Securing third-party data has never been more critical for 
enterprises around the world. With rising cybersecurity 
concerns, a business’s ability to innovate and grow 
successfully can be tied closely to its ability to safeguard 
confidential data and meet legal mandates like GDPR. 

Arm and Pulse surveyed 250 enterprise IT, engineering, and
security executives to find out how they’re protecting
third-party data today, what their confidence is in current
processes, and how they think confidential computing could
improve their security position.

Protecting Confidential Data is a 
High Priority for Enterprise IT Teams

As demands on data privacy increase through mandates like GDPR, almost all enterprise IT, 
security and engineering executives agree that investment in data security is critical.
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Despite being ranked third, 41% of enterprises say securing confidential third-party data
is a high or top priority this year. Only 1% said it’s not a priority at all.

How important is protecting confidential third-party 
data to your IT/security team today?

Mostly, companies are concerned about preventing cybercriminals from accessing third-party 
data through cyberattacks.

Cyber criminals

Staff/employees

Third-party
vendors

Sub-contractors
and suppliers

What are the top ways that
individuals might expose your
third-party data?

Who are you focused on preventing
from accessing your data?

Nearly 100% of Enterprises are not Fully 
Confident in their Data Security Today

To ensure malicious parties aren’t accessing third-party data, most enterprises monitor
their customer application data, password vaults, and cloud applications.

The most popular methods companies are using to secure third-party data are secure access 
tools and zero trust architectures.

Zero trust
architecture

Are you completely confident 
in your organization’s current 
security position when it comes 
to protecting third-party data?

Furthermore, 98% of IT, security and engineering executives say their current methods 
for protecting data negatively impact productivity.

How much does your current approach to securing third-party 
data impact your IT/security department's productivity?

Nearly all enterprises represented in this survey undertake at least one security audit per year, 
and more than half conduct three or more audits.

How much would you estimate information security 
audit(s) costs your organization annually?

Given the vast amount of data in use from endpoint to cloud, and the mounting pressures on 
securing that data, 96% of enterprise IT, security, and engineering executives agree that 
securing the broad spectrum of exposures would improve application security.
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By implementing confidential computing, most enterprises hope to secure their data and assets to a 
degree where they can properly mitigate the legal and financial risk of potentially serious data breaches.

Which of the following confidential computing security 
benefits would positively impact your organization the most?

Furthermore, 91% of enterprise executives believe confidential computing can enhance innovation.

Do you agree that, if confidential
computing were in place, the ability for
your engineering teams to innovate
would increase dramatically?

91% of Enterprises say Confidential
Computing Improves Innovation

Data collected from Dec. 21, 2020 - Feb. 4, 2021 Respondents: 250 Enterprise technology executives

Do you agree it’s critical that organizations
invest in data protection to prepare for the
next 5-10 years?

The top three most important types of data
for enterprise organizations to secure are:

Cyberattacks Network penetration

Which of the following projects/
technologies do you monitor to
ensure third-party data is secure?
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How does your organization
currently secure third-party data?

However, only 4% of respondents are completely confident in their current approach to
securing third-party data.

How many information security audits is your
organization required to undertake every year?

And it’s not just productivity that suffers in the face of information security audits. More than
half of these enterprises spend at least $100,000 per year preparing for audits.

Confidential Computing Could Significantly
Help Teams Improve Data Security

Do you agree that securing exposures across
the spectrum of access points would improve
overall application security?

Which three of the following confidential computing use
cases would be most impactful to your organization?
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The top three confidential computing use cases differ by industry:
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